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. WW(RAM Optimization)
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Android vs i0OS CPU I ZTAAT

fserm Android i0S
Background Task Optimization | Manual Control Automatic Optimization
Thermal Management Device-Specific Centralized

¢. 9 (YT TN GITNB (RAM Optimization)
RAM (Random Access Memory) SITT(F*N (153 & W00 AfTET FA|
RAM S0 NTRTTT*ITNE (Tl

Vv Background Apps Kill Mechanism — SI2{TITG~TY ST+ I 47|
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v Garbage Collection - ST TIGINY (GO 8 (VTR T (T =41
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IELIE] Android i0S
Automatic RAM Optimization Limited High-Efficiency
App Suspension & Freezing Partial Full

Memory Compression Available Built-in

¢.8 Wﬁmw (Battery Life & Optimization)
ENICGIER S | T ATk b

v Adaptive Battery Usage — ATAGAY FFAOG QT I AT

v Dark Mode & OLED Optimization - AMOLED fStaTe \'9]4/3 (NG JI9RI] PLS
RIRIERIREETIRIE]

v Low Power Mode & Battery Saver —- CPU Clock Speed WWWW@@
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Android vs i0S TITOIH WI*O AR TGN

fserm Android i0S
Battery Saver Mode Customizable Automatic
Adaptive Charging Some Devices All Devices
Background Process Control Limited Strict

¢.¢ cﬁmmw (Storage Optimization)
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fForg Android i0S
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Cloud Integration Google Drive iCloud

¢ .Y T WFPBATRTOIN 8 AWIFATOH ATATS
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Android vs iOS WS@EWW

IEE] Android i0S

App Standby Mode Available Built-in
Doze Mode Yes No
Background Task Scheduling Limited Advanced

¢.q mGWW(Network Performance Optimization)
(BSTF ABWRTTIN (FH1e

v Wi-Fi & Mobile Data Optimization — Data Saver Mode JJXI] 3¢l
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Wi-Fi Performance Tuning Customizable Automatic
O YT (ATH i FrYarn?

(NRIZ WA G2 BN FHHNol Sren [4ifFe =11

CPU 8 RAM JIIZIHNIR TILTTH (NRIZE ATFIWIS Do G I
E 01019 & COIae |6 NRUGH (P17eT |
JBFATNTG ST FLGICETI NN (PN 91 Iz ST

(NOSTF ANTFINIH A6 WO A (S |
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LRV ENE

(AR A6 BT fRarerar @
COMANTToT

(Security and Privacy in Mobile Operating

Systems)
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V.> (NIATR A fNATrgId A4 SATAIN
(RT3 NI [N o® Fate (g (NS SN ATIGT|

. 'ET@Gmﬁ'ﬁT"iel (Hardware Security)

(RT3 [Gor20s g FHfFOAE foor S trom T2 =0 T g @ o m,
BCABTF* 8 A9 =TS *If e A Fa|

v Android: Google-4d Titan M Security Chip IJJXRI9 B (]|
v i0S: Apple Secure Enclave NITY [ &F H{G0(F 5 fo ITI I

2. TFOSTE & FINSTE AWHNTG6

v (N[A134 os fAfrerr fAafire HifSSfafe wrons s o= 03, TS EIE SN
ARSI S|

v Android OS-4 Security Patch Update S e fafero =3

v i0S-4i0S 17+, iPadOS, Mac0S-4 fRAT*&T IES 1 27|

9. 3G WA (User Authentication)

v PIN, Pattern, Password — ST SCANGIF¥N 57|
v Biometric Security — Fingerprint, Face ID, Retina Scan |

v Multi-Factor Authentication (MFA) - OTP, Authenticator App |

8. ﬂ%@WW(Network Security)

v VPN (Virtual Private Network) 57214 S fRa1m Jrofer Rve sar 2y
v Wi-Fi Security: WPA3 N *1« IR AT (ST =T |

V.2 GIBT &2 (Data Encryption)

Ao G0 AT T NN OATCP (DG P HTHT 4l TN (O
WA RNGT (S O JHTS NI AT |
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AN H 2w oIfS

v AES-256 (Advanced Encryption Standard) _ @St GG 2=, T Android & i0S

RISEIEEISN

V File-Based Encryption (FBE) — ] WA 1261 JNI G N B I [W*0©
I

v End-to-End Encryption (E2EE) - CCAGT SICH I2® 2 (WhatsApp, Signal) |

Vv Transport Layer Security (TLS) - 8(< a@@smwmﬂsﬁﬁmﬂl

Android vs i0S AN & 21N QeI

fForg Android i0S
Default Encryption File-based encryption Full device encryption
End-to-End Encryption T—?ﬁgwmm iMessage, FaceTime
Secure Hardware Titan M chip Secure Enclave
V.0 ST AN 8 g I3
BT AR fFerng F1o F1a2
V LN N FITHAT, WRTHITHIN, (AT, (SBITAGT 293111 I PO B,
S A6 AR 5|
v Android 8 i0S \6&(Y2 One-Time Permission 8 Always Allow AN AN~ F({|
ST ATARPR fATg T (et

JWWWGW(W: PN, NIRRT |

v AMFATCG (AN SIEHA A7 I
v Privacy Dashboard (Android 12+) 8 App Tracking Transparency (i0S 14+) J4RId

PA|
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Android vs i0S ST AT ITIZTHNT

fserm Android i0S

One-Time Permission Yes Yes

Background Location Access gIsaTy IR AN
Microphone & Camera Indicator Android 12+ iOS 14+

V.8 JTAMAZS WANBTI*N 8 WIo-HIFI WTANBIF*I (MFA)

ACAMCAGF AN IR AR ([T ey fTormw [
e IR

v Fingerprint Scanner _ GBI TN Capacitive Fingerprint Sensor JI(F |

v Face Recoghnition - iPhone-¢ Face ID 8 Android-¢ Face Unlock XI(< |

V Iris & Retina Scan - S8 [NRIAQF G (R G120 19710 2|

Android vs i0S ITTITN{ S fNATHST
fForg Android i0S
Fingerprint Unlock Available No
Face Recognition Available Face ID
Iris Scanner B RAVIGH No

Y.¢ AT 8 OIRATH Y S5%I (Malware Protection)
(IR 0S-4 OIRAT, (GG, NRETH & WASTE WG N FACO A |
WASTF AfStary (=

v Play Store/App Store RQIGT (HITAT BTN 2N FACIN AT
v Sfafoe At fFa saav
v - S T B8 I7IITF T (Norton, Kaspersky) |
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Android vs iOS WITET ST S 5HT

fForg Android i0S
App Verification Google Play Protect App Store Security
Third-party APK Installation Allowed Not Allowed
Virus & Malware Protection ECCIGICICE] Built-in
Y. FIFOfA6 S*Tse 8 *ne IG5

v Android Security Patch — Google A N ffFORIT SATTs (|
v i0S Security Updates — Apple fI@ i0s 15, 16, 17-99 TN fNA171S1 IfFS HA|

V.4 TGS (MANTST 8 TTBT 561

v App Tracking Transparency (ATT) —iOS 14+ (IIFIACHR O« NS QIGT S5 :EEIQS
PICO M
V Private DNS & VPN — S[«eT12~ JNSG¢ fRRI9{7 14O VPN IR F |

v Privacy Dashboard (Android 12) - (PN I Bl O IR PR O[ (BF LA

A= LI CATF Bl FFryamge

(NIRIZE 0S- 7 [N ET 8 G2 ST=(H GINeAT™ |

B =01 AR 8 TR ANSS WIS [P [N 51 I ©f H{gey|
B e STE 8 SIRA (AT AP0 TR SATY (L |

Android 8 0S-4d NG ITZIE QN FIATN |

TSNS (MANTO! T FATS Bl Bl AGS AP FAT BOS S Gy |
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APV AGTH

CIRTR A A0 o TIT AT a0
AR TN

(Performance Optimization in Mobile Operating

System)
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4.5 (VAT ATTHINIS Bl 33 (TN SHFAN?

TITRGITNB g3 SN AfFF S AT FOT| (VR 0S- A7 AT BN©
FE:

v fGO125 %© FIo FAE |

v JNGIR AT 5|

v I (TSR BrRY N S|

v (IR I WES FHFI A |

9.2 NTFAWTHACS FolfToI1a fTTTZ
5. TSI 8 RAM ITZTOAT

v CPU (Central Processing Unit): R ARTHIN 6 (Y Apple A17, Snapdragon

8 Gen 3 301 fGOIRT F3 oI A0 |
v RAM (Random Access Memory): (M RAM THT WIFFO0IS 8 WA STANE B2y
PATCS ATRFT FA|

2. IO TN

v Optimized Charging & Power Management (iOS & Android 12+) |
v Dark Mode 8 Low Power Mode JITOIA ATAH FTA|

©. CSOITAGT AIIZTHAT

v UFS 3.1 & 4.0 Storage %\ GI0I fRG/A120 NIHINIS 0T |
v Storage Optimization Tools Wmﬂww COIAG o T

8. (NPT ATHANIT

v 5G, Wi-Fi 6 & 6E %® G0l GISTHIA A6 FH(H|
v Adaptive Connectivity A5 W@[W 8 TIOT S TH VTP
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4.9 (NIATZH 0S- A9 ATAH TN WATO AR TOIN (FHTe

S. ATHFYTOG SN ITIZTHNAT

v THATGISG BN S ATIGAY ST I S|
v Android-¢ Battery Optimization Mode JJJR[J $<PA |
v i0S-¢ Background App Refresh I P |

. FIMY (TN 8 GirEg w12 AfTFa Fam

v T B (NCAIF YR CFACE COIAG 25 2T 7S N ATTH IS Ol 2|
V Files by Google 8 CCleaner < VO SN TFIR[F P PIF YRS ATCIN |

. ST 8 JIfeg (AT AfFISy = ar

v Android Developer Mode (JT<H Window Animation Scale, Transition Animation
Scale, Animator Duration Scale EIRUSRET
v i0S Reduce Motion Feature ST SR (M, M ARSI IO |

8. CSBITAGT WP TR TGN

v Cloud Storage (Google Drive, iCloud) IR I PN |
v Smart Storage Management-ﬂ?mmwmw G0 FP |

4.8 NBIE AT WATBARTG*N
S. CAIATRE 0S-F AR (ifws fworg

v Android Adaptive Battery — NGRS IR W Al INOIT TN ONZG F |
v iOS Low Power Mode — NI 0% fNTE NI Al IR
v Dark Mode - OLED fOSTRTS OIS |
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2. O (GRIAI IIET

Vv Location Services ﬁﬁwmmﬁ' O (TR
Vv Background Sync TSIV 515 ATHTA IIOIH (I Y6 =T
V High Brightness (A1 o1 I3 FAI

. JTOIA ATRH MG BATH

v Background Process Limit C6 |
v Auto-brightness BI<] PN |
v Airplane Mode IJIRN] F PN YLV (NB S AP (N2 |

q.¢ CRATEH COIAOT WATBNRTE N
Y. CSBTTAGT AIIZTANT (P

v Unused Apps Remove $P |
v High-Quality Photos & Videos Cloud Storage-& AITH T F PN |

v Duplicate & Large Files Finder Tool FJIRNq FPN |

2. COTAOT WATEATR TG i0S TN Android

IEIE] Android i0S

Storage Optimization Files by Google, SD Built-in storage
Tools Maid management
Cloud Backup Google Drive, OneDrive | iCloud

Auto Delete Old Messages Available Available

q.Y 512 8 (ZfS BIF NTFINTS T FAT

v Game Mode (Android & i0OS) — ATTP NI 8 (PN @T\?WI
v RAM Management _f3F RAM fR*5® F9CS Unused Apps 9h dP|
v Refresh Rate Optimization — 60Hz (YTH 120Hz P Y ATIR IS ATSAT AT |
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9.4 (AR 0S TANTGB 8 ATTHANTH NP OLNV

v Android Security Patch & iOS Update I S ANTHINS I = |
Vv Beta vs Stable Update - SRR ENIR] (G2~ O |

A2 ST (ATH DI 1=

(NRI2A 0S-AF NTFINH [FONI AN F1 07|
E IR ANSS ST & FIH ATHI P (NRARSA TG FA1 |
[ /TG 13 eI M- |

COIAS A NRCGHH (B ST GINeT |

(1312 8 (=S DI Gy AT 56 I 19|
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SION LI
CUIRAIRA WATA B e rng Sifsefaf®

(Security in Mobile Operating Systems)
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v.> (AR Fifsefafe Ft a3 (v smgys?

(NRTRA PIRFGRID 26T (12 IR 432 2, T (WR12A FGIR0T (BB, =Y,
(NG 72 TIZIIIAL (NN STAFS A |

Az FHfFofafe swgod F=eT:

v (V124 GRS FIRIFBINNE & 5TS O LK B, (TN 1 H¢ (OO,
TISG, HLOI, (VTG I8 WS NS [Fg|

v IToHe] 1 R8T TEE WOR JHATGG XS N T STF 1 518 FACo
A

v [RAISR SR AFA (N NTOT ARGTS 2@ AN 3¢ GG §fF, =0,
WSS, M 2T T6r® A1

v.2 CNIRAIEH SATABs ety Sifsofaf® (e

. WITASHI] (Malware)

v WS I (2 4N Hopd TP0STH I TOOIRTF (NS A8 H(F I3
O fF B, G Y6 0T, [ HTEEACE KT PO AH|
v CIIRIREA WTASHIES 49

Virus: ITOINE SIS S123A9@00 R OTT AGTe A |

Trojan Horse: ST¥13 ST 1 IR WG SHioP PO |

Spyware: TITIIAIT (NN OUT S AR FACO AL |

Adware: ™ITX WG (N (T A3 IR ARSI A7 I

. F=5f*12 (Phishing)

v 513 I 4079 OV (TN JTHL TS (AN ©F, (TN ATHSIG A
(GGG BIG NI AT FACO G STAIAIRE A1 200 I FA|
v (TN ¢, SMS M WhatsApp NIHTTN fF* SIO168 =W A
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o, SIIFHTIN 43¢ fGerRst W=

v SOIHTHFH ZS0 FAIE A SO (53 PGP | WP S AN
SOOI WF Y O §iF A WAL FICS |

v Rooting I Jailbreaking 2@l SIFERID SITENCH A2 H0F, W IFRGE
G SIS Cof g LA |

v. 9 (NIRATRA HATCAB: TSt fNarerar a7y
S. ST ATARPN TR GITN6

V CNIRTRE ST IR ST, ST AN Y72 SFF2 | 2K NS
RIGT (FIN SN (T FGOIR0T7 BFF Y S ST FACS A1 A, (o1 Ao
PO R

v Android: Permission Manager <IN 3P|

v i0S: App Privacy (STH*IW (ATH HNNF I ATN* [ NTHT P00 AR |

2. A2 (Encryption)

v (R34 fGorRest Fe fOF ARG 2r9 = fTOrR0T9 STUS (GOIF A6 S|

v Android 432 i0S TON2 NG TG 0, T fGor2s R[0T (910 A 5[ =0
WNIR &9 ©F JAp© Y|

V File Encryption RFEITI WIHTTN (MR T esfers SA5F© $1 |

v. a5/ (FT T2 T 932 IO

v Biometric Authentication (Fingerprint, Face ID): (NIJ12¢] NG GI2(9 G) SO) 3
S SIfFORIG IFT

v Passcode/Password: TS0 N {33 Wﬂﬁﬁ@ﬁ%ﬁ%www
ATHSTS JII2F FA1 oo S|
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8. WNTG B SMATHOA (Mandatory Updates)

v Android 4<% i0S @W"W@fgi B N2 AU security patches AF HF(F, T
fNArora eI (Iarve FA |

v SBITNGF JPTGE B 14T Bow o DA ST HifF ORI SHTTE (ire
AN

v.8 (AT WATA6s e tNg (b e Sifsefae
y. 8UIE-w13 FifFefaf®

v WPA3 Encryption: A6 STITETH [N ST2-F12 NG (YT, T IOER GRS
[RIECEIS]

v Public Wi-Fi JIXRN P AN VPN (Virtual Private Network) IIRM PP |

v Wi-Fi Password Protection [N*5® 5+ |

2. A FSifFefafe

v Bluetooth Pairing ICERLEIESC Only Secure Connections JJIRJ[I PP |
V Bluetooth Visibility I8 1Y~ I O FIF I FT 27|

©. (A2 H fGSI2S WITNGITN6 (MDM)

v MDM Solutions ATSHNEH G WoTs $F T, T Mobile Device
Management FTSBUNE WIKTTN (NIH124 G124 fNaro1el (oo S|

v Remote Wipe fFEI< fGOIRST R 1 §F 20T SN (GOT (R (FEAT IR
P

v.¢ (AR [NAIrgT TS0 ST 8 S TF*IN
S. SOI-SRA /SN B- AN AF 68 F

v Android 93¢ i0S OO IOHCH SIfRFORG S (T~ Norton, McAfee, Avast
IR FAT (TCS A, M WEASTIE, AT, G NI [ A17aT I (ATF T A
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2. FHifFofaf® sures

v Android- g3 GI SIFATH* #5 (App Lock), i0S-43 Gi=I App Privacy elicR|
IRL FLA|

v Find My Device (Android) 4323 Find My iPhone (i0S) GO RI1 GiIf<6e FACO
SR |

v.Y CNIRATR A SATCAB: BTN [N rer Seerso fReeras
S. Wifee- e FAfFofafe (Multi-layer Security)
v CTRTE QA6 HIor foN Wraa Sifsofafe a:

1. Physical Security: ICICIES mmmgfi?am Lockscreen Security B[R0
fRrore fAfee S|

2. Network Security: JA3F® (NG TP NEITN SHTHNH NGNGB ST
RRIER]

3. Software Security: [NI® TFESTIT HATGD, JN @V 47 WIH
fRRrerar fAfee S|

v.q (VA3 i efaf® cata g

(RIZH WATCAG HTHIN PIfFGR0 B 32 (N O SFFo |

[ e 8T1R, R a3 ST SIfRFGREIG (255 ST Grery |

CNTRT2 fSOr20sTa fAfFOAD TR (I, (TN IR G2, 2TTeTG
S, G TI6- WASHR TFOSTIR ST=HNEH G |

(VOIS ISR I3 WTNGING PITH NS =7 I 51 [N *ow 7|
(RIZS WG HTErN SifFGRM0 Fo 8 TFoeTH Wi Fren I FE |
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NN NI

CNIATR S WATEOs e tIg SN tF*N
WIAGITN©

(Application Management in Mobile Operating

Systems)
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3.5 CURATEH S TH*N 12

(NIRRT SITHTF*I (Mobile Application) XTI HTGTHIN, BIRTAG AT SNITNF (T2
SO0 SR O fOOEN Al TRo8WRF | A6 [RfeoT I TP~ Fro
I T I, (TN (ST, FRONM, BT, FI=I07aT, 438 NS PN |

BTN HLN 4N

Vv Native Apps: [RRZ IHfT ANECHCHI T COfF ((TU, Android-AF T Java/Kotlin,
i0S-49 G«J Swift/Objective-C) |

v Web Apps: SIOGITR Bl S5 (CIN, PWA - Progressive Web App) |

V Hybrid Apps: JFIEF AIGHTN 5ATS AT ((TN, React Native, Flutter) |

.2 CUIRATES ST WITTNGTTN6 P12

(NIRRT ATAGS IO ST WINGINT 60O (12 ATFASTET (@R,
TE T N NG, WATG6, AR WIAGCN6, [FOT IIZ19,
FFANOG AT, ¢ [NAroraT fAfoe Fa1 27|

v ST 2B 932 fagera

v ST AT 8 TIOT WIAGITN®
v TFANGSG SOTH FTGIeT

v ST STHE 8 SFPB AR TGN

v ST FHIfFSfAfe 8 TreT (e

9.9 CUIARH ST FNSBLAN Q7L WITAGTTAB
S. ST INFOLAN A S

v Google Play Store (Android) 3% App Store (i0S) (TP ST SN GIONEG
PN
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v APK (Android Package) S13¢1 fATI ST+ 35641 a1 I (IWe 4f Rarerem {fF
COfd PO AR) |
v Enterprise Apps (I3 ATITGCN) NATHT FGERITHN (VAT 2N64 HAI =T |

2. ST fAY© 933 WRETTBETN

v TIRFBIRIRN TS Settings > Apps (AT 2N0e BT AN NN 5 FACO
A

v ﬁﬁ§3ystem Apps (bloatware) OFe0OId 3NS5 FT ATH, TN W30 BT I
w1, O(d Disable T (JT® ATC]|

9.8 CAIATRHA ST ATARN 8 TIGT WITNGITN®
S. STH AT N FTQI

v Camera, Microphone, Location, Contacts WW@W@W
TSR B3 51 FT oS |

v Android: Settings > Apps > Permissions ({(<3 X9 WW‘TWWI
V iOS: Settings > Privacy (X AN NI I 191

Q. BT 433 COIAG] TIIFTANT

v ST IIRICI TN cache files (91 X, JT (FICND COIIG 14 PACO
ATC] |
v fI@ cache clear T (FTH H%o© HIG; B A7 G A T |

S.¢ [IFATOG BT G2 ATIH WITAGTTNB

v (TRIZEA QATHIDS ICHIN BFATES AT WIAGTIG YIR BFF ) IR 46
IO e RO =R NTFITFER |

v Android 433 i0S TP TOIT background task killing Y& I B, MO
IO & (AR TATONRG ST T
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Y. WIS ST Ao

v Android: Settings > Battery > Background Apps Restriction JJJR[J 5L
v i0S: Settings > General > Background App Refresh (AT [AUE SISt

J[FACG FIEEHN VT F1 T

S.Y (AT SOTH TMATHE 8 PO TGT*IN
S, ST SAHTG B FATT AT RTOT

v TGN {619 932 TFS NAFINIT AISTE G SN FITGE FT Gi6 (1 |
v T Sfaf® fisgy a3z arsy FSefF)s T 1O Ted |

R. SCOI-WATG B BIe]/Ih FAT

v Android: Google Play Store > Settings > Auto-update apps

Vv i0S: Settings > App Store > Automatic Updates

.4 CIATR ST+ FHfHF OIS 8 BIeT (AeF*N
S. BT ifEefafe arasy

v CTRTEA SATCRG FSITHTN sandboxing Y& 7% 2T, TMCS AN L WAHI
(TOTT AT FACS N AT

v I B3He FATE TN developer verification <<% app signatures BISEEE]
ofto|

2. ST GTOT g S ¥

v Android {32 i0S-4 NG N Y& I FA1 2, MO 200G G061 {[N19%
LRI

v End-to-End Encryption (E2EE) & SIT?Y (TN« WhatsApp, Signal, Telegram 29I
oW TSy fA© Hed|
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S.v ST (GTOANTTG ToTN 8 (FUSTF
Y. ST (GTOANTNT6d OTT O AT Ao w N

v Android Development: Java, Kotlin, Android Studio
v i0S Development: Swift, Objective-C, Xcode

Vv Cross-Platform Development: Flutter, React Native, Xamarin

2. FTOU-fSfGF T WG

v Firebase (Google Cloud-based App Management System)
v AWS Mobile Services

v Microsoft Azure Mobile Apps

.5 SfITITOF (WRATRA SHIFHTFIN WITNON® A&

v Al-based App Optimization: ?IEN NS WY TR T N AT
B ARG |

v Blockchain-based App Security: m@wﬁmmﬁﬁ‘w PJId G §]<1>(.03'4 ﬁ?ﬂ%l
v Cloud-native Mobile Apps: THTPI COIAG ST FIOU-FOlSH W IR
T SasTe 287

$.50 A% WYY (YTF ! Fr=rg?

(IRIZS ST BT G2 A7 RGN 477 STNF et ™ |

B =01 20T, SHTG0, A W20 P NZ Ry |

B S319Y AR 478 P ANSS AT [FOI NTgT S0 2 O GNedy|
[ =01y SR GRG I8 TI6T AN INg @y AT |

[ SRS SN TN SUN6 AYS T=AF LI (AT |
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T I

(AR A6 BT fRarergr ¢
| EXAT] B

(Security and Privacy in Mobile Operating

Systems)
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%0.5 (NATRH WATCAMG: T raa fRarerer (v @wmg A2

(NRTRH (PN YN AN AN GRS 10 AR D¢ | AT (FIAS
NN FSFTS ©T, AR, (NI, A7 BTG T2 FLTH I | T SN2
WFENT 8@ O §RT JF @rorgl [rrer Abe 1 |1 =0, IIR[IISHE
WTASTF, O, fiaf¥1g, 433 TIoTfITea #1700 1A

0.2 (IR WATCA(Bs T TNa A4 fRArrgr Iva=sy
Y. MITSGAH (Sandboxing)

Vv Android g% i0S-¢ 5_’1|\')|E§ I WA AETHT sandboxed environment-£ 5,
TS BTG I WNT WICHNG (GO AT FACS N AT
v A6 TSI 8 IR AT AORITY SR FA |

2. A2 (Encryption)

v Android d<R i0S-4 full-disk encryption (FDE) 4<? file-based encryption (FBE)
BISEICEX)

v End-to-End Encryption (E2EE) WWWWhatsApp, Signal, Telegram-4q
TS SIS =19 @y (e |

9. WWW (Biometric Authentication)

v (I3 (I Fingerprint Scanner, Face Recognition, Iris Scanner X (EESISEAE
P WSS [NR197@T AW 1=
v A6 2IT8TG AT PIN I QAT S ST AN B
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8. ST NI FTgreT

v IR Settings > Apps > Permissions-¢| T AT S (F1 (FI (GO
AT FACO A O [T FACS A

Vv i0S I} Android-4 {4« Microphone, Camera, Location, Contacts, SMS EXHIEE
NENSAVIG IS ISIEBERISEIRIE]

0.9 (NI WTASF 8 AT IINATT 4aN

S. FB*13 (Phishing Attack)

v AT o728 Q1 g STNRHRGF NI JF@r5T® ©F §id S =
v STNIHN: ATMRONE [0 (5 N1 F41, 938 WIEHTNe STIISNR0 II2D BT

2. C@WGWGW (Trojan & Malware)

v (AP STV {20 W9 T APK 1R BTSN FEA WASTIF (PIC AT IS
Vv ANTHIN: Google Play Store / Apple App Store RO AT (FIYTS (YTH AJTHA

OTON(ENG ~ Hd|
. TR STITA (Spyware Attack)

v A2 STFHSTR (NATN 2OGIIF OI6T BITF FACO AN (TN, (@I, T
@R, (TS |
v STTYN: NATNT ST 264 N1 BT 43¢ S04 ARSI BIR 31|

8. WN-N-WI-FGe (MITM) SN

v TR VR (AT O G P, [T B0 Public Wi-Fi TTIRIIE TN
v STXTHIN: VPN ITI=TE FAT 432 Public Wi-Fi-(S S g SIG N1 F4T|
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0.8 (VAR WATA®: Tt fNa1°rar 373981 OR© FATH SATY
Y. TR TH B ST HATGE AT

v Android 432 i0S- 43 WIHNTGL0 security patches @Y & AH T AQN BIESIE
QNP ATSHL I

V Settings > Software Update-< (Y T @I NGOG B F1 6w |
2. WG AIHSTE 8 2-FIH T WAABTIIA (2FA) IIIZTT FAT

v HTHSTTET SN OTP (One-Time Password) 91 Google Authenticator JJXIG Rl
ICEIRRIIEREIIEL
v e, TTA2A 933 IPTe TS T1a G 2FA T FAT Sfo o |

v, fRarem Jrefrs 8 veN 132

v HTTPS STIIHATR B QIGT SINT (HITAT STAIHIR LG A2 A F4T Gfow|
v VPN (Virtual Private Network) T332 B(J GIGI AN&F+0 1 ¥, [ROTI FF
Public Wi-Fi I5I21(IJ SNV |

8. SIFowrRa g3 SifFofafe s Tz Far

v Android-49 GiN7T: Avast, Kaspersky, Bitdefender RJIM IR F1 (IO A
v i08: IS Apple- 7 IIFCRIG 52, S8 NG VPN & Privacy Apps IIZA
P RTCS AL

¢. fFOOIRTA AT 8 (AN {II<sS GIeg AT

V Find My iPhone (i0S) {32 Find My Device (Android) 51¢] 9141 569, IMTS (FIN
R (51 (TR I B |

v Settings > Security > Device Lock (J(< Face Unlock / Fingerprint Lock B1¢] 5«1
(O AT
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Y0.¢ meﬁm COMANTTOT NS (Privacy Policy in Mobile OS)

Y. SIITCHNG BToT A T=d AW

v (NFH I Location, Contacts, Camera, Microphone UI0I AR F(S|
v Google Play Store 4<% App Store 4N NITTAL] Privacy Label (M4, O (M
TN (PN (FIN B0 IR P

2. ST ATAAN NG5

Vv Settings > Privacy > Permissions-¢ fTT (TN =377 Y TIoT IR PR O (MAT
|
v IATIGRI AT Disable FT GO |

. BFSITET (V1@ 8 Brifds &

v TSGR Incognito Mode IR FACET An6Moe IR (5Te =29 1|
v Brave Browser, Firefox Focus, DuckDuckGo BT (NN NTTOT I GNT I |

0. SfITITO (WRATRH WATCAO: s twa fRarerar @ conaRiTerd oxfe

v Al-based Threat Detection - $1@ X (@ NSIK NN FALTPT SR AN
NS PV
v Quantum Encryption - CIERHACEACEIS NN Y[ |

v Decentralized Identity (DID) - (IIPIAL SRR ICACEIRVIER] MG BICKIRIGRST
JF62-fofed N e 13751 |

0.9 g% YT (ATH DI Fr=my?

(RIZS WATCAG HITGINF AL (NA121ST 1751 ST Gy |

2 ST, fREfYe, R8T 8 MITM STE N ST 4@ |

(VIR [NA1o1S1 fAf*t© FH19 [{fOw (e Qe |

(NN TSI TN DO AR @ FIIfIse T 21 I8 ©1 RN |
2 ©RETed (R HfFORI0 IS ST LI (SFATT |
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GIA* LI

(RATRH (NESTS 8 FINIF oD
TGN

(Mobile Network and Connectivity Management)
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5.5 (VATRH (NESTF 8 FINF OO (TN SHFAN?

(T2 FEOTRIR et GUw15 20l CITMTITS BN 8 ©AT s Fa11 (wr<rza
WA HTEN RISH 497 (RBSTF 8 F~Ffe® A& I7Te =, T
JITRAFIANE S ORING ST, e, IS AN I W GO A

AT FIAN PO ATRMT BFCJ | Wi-Fi, Bluetooth, Cellular Network, NFC, GPS SO
WYNF CNRI2A (SIS BIZR STy S|

9.2 CIEATEH (NS T
P GGIE] (NOSNSH (Cellular Network)
(NRIRA (NESTF ANNS (AT (BHTAATGT 711 A I51fero 27| A6 [Rfon oS

WLICN [ (R
G (Generation) oG (5119) ey
TG DTN OTIH Fed
2G (Second Generation) 64 Kbps GG SIS Fe, SMS
3G (Third Generation) 2 Mbps oG8 e, (NRATR OIACND
4G (Fourth Generation) | 100 Mbps - 1 Gbps = HD fof%8 SN, 56 Jrofe:
5G (Fifth Generation) 1-10 Gbps |oT, =6 PG, S G- (71 Ao
v (TR (NBSTIH A SATHIN:

« BTS (Base Transceiver Station): (NIJ1357 GISTIR VTN ALTI FIHN FA|
« MSC (Mobile Switching Center): I GISTIF & AMG(GS ATHETN S|

« Internet Gateway: (VI35 (GBI NILITN 2BIACNG AT AT FCA|
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2. SHIR-HI2 (Wi-Fi)

v (N1A12 fG©125 Wi-Fi (Wireless Fidelity) 5321 H(J STICEN 270TACNE ATATS
RN FACO AT
v 4fG 2.4 GHz 3% 5 GHz T FTG; B 433 MG, WFES, AR (R IO

=T
v Wi-Fi 6 TN STICHTY OFS Y&, IO 1S 8 TN AINCB I W= I |

v Wi-Fi JfI4T:
o (I3 OI6T IR BIGI2 20T LTI ATST |

o NEF FOO2Y 8 Bosog HALTIS AN |
. AR (NI BRI ST2GETo |

v Wi-Fi ST5Jf34T:
. Rarerer 9 @ @0, MITM Attack 2o5TR) |

R N P CH G TG EIG RN (R ERICEIORIR]

9. IR (Bluetooth)

v Bluetooth X(eTl ¥ YT ST FIAP, T 2.8 GHz fEptIeafs1 =9
I (GOIRITQTEAR WYY OT SA- U B |

V Bluetooth 5.0 & 5.2 IOV GRS Y, T (AFT (A& 8 T30 BIGT JIATHIT

a LSS

v 46 fRBTS BIeTa, *16 8TI6, STATATS (TOTHIN, 16 (XN fGertia
ST LTS BN FACO JIRO 2|

v Bluetooth ﬁﬁ'ﬂTz

o PYAISTIIRNITILAN

o BDIACNE AT P02 FOOIR0TF YT ©F AHIN- AT 1T I |
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v Bluetooth STSJfI4T:

G DG NS R ERICEIO IR

O OE ks [RIE AT ﬁﬂr‘;ﬂbwm R(<T Bluetooth Spoofing, BlueJacking < V(9]
AP NS R R0 A

8. NFC (Near Field Communication)

v NFC (e ¥ 40y o7 fIRTaa o gf&, T 8 (oo ar duHaty 1%
PAI

v 4G ST (AR CHTIB (Google Pay, Apple Pay), FNBIIG eI FIG, 6
I 2onfire I9Te =

v NFC Jf34r:

. HOIG WONOF GIOT I

. fRErem cIarEE (oS SeB N ReTE 9o =¥
v NFC STSJfI4T:

. SRITH VAT $N 28T IITE Ao |

o« S5 STTFI 57T N AHTE NFC Spoofing TS N |

¢. GPS (Global Positioning System)

v GPS (T AIMBAT2 6 fofed (RSt M oIf&, 1 (ea = Gifsse,
(ST 8 Tifers Fe ITz© 27|

v CNRTEE A6 Bs60w Google Maps, Apple Maps, Waze-4< VOO NI GPS
IR I [ETA-Br2N (ST 3R (7|

v GPS SIfI4r:
. AT PR Enfe: 8 RfSrrm S|
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. NG, SMHETHIN 8 NTBSHG FIfH: F1 58|
v GPS S5IfJ4T:

. Rarergr 3ifs: fCorRee g 5 S 19|

. oI me YT

3.9 (WA (NGBS fNarorgr 3131

v VPN (Virtual Private Network): SJAf3F® 3-01AC~0 JroMG e f*6® HH|

v Firewalls & Encryption: (XT3 (NG STMHF ©F ﬂﬁﬁmwmmiﬂl
Vv 2FA (Two-Factor Authentication): N2 WIIFNG6 JIAF© LT NO{S
IEEIRRICE]

v Wi-Fi Security: 13 Wi-Fi TTIZICIL TVT HTTPS 8 VPN JII21H H1 So |

5.8 SfITITeT RBSTF ha | §|\‘-}° (Future of Mobile Connectivity)

v 6G AIf&: Y00 Gbps 1, (TG |

V Li-Fi (Light Fidelity): S12-F12(T4 fIF, T LED A6 NIKITN OB551f0d 20106
ha L DS IS

Vv Satellite Internet (Starlink, OneWeb): WﬁWﬂ%WﬂWWI

9. ¢ I3 LI (AT Dt 1=y

(N3 (NG STHA ST &Y (Cellular, Wi-Fi, Bluetooth, NFC, GPS) ST
QNN |

(NS [NAT71eT 8 J(F ST=°1F oo~ =N |

SRS (NESTH Y& MF NG =
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RM* NI

(AT WATA6s e rIa ofaT1e 8
ORI

(Future and Development of Mobile

Operating Systems)
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2.5 GfNT

ST FARINT T (AR WAAO: BN M M W8 ©Fw 25z
TSI Android, i0S, HarmonyOS, KaiOS AT NI Yo~ Yo~ Y& JTIG~
SITITOR (VR TITZCE WS NS S =6 FL AT |

2 LT, SN (NRAI2A A6 BN ©fRTre O, o AT, BITA
8 FAZIINT N RSO AT FHT

v2.2 SfITITOT (AR WATAB: BT AZ=[T
y. SfefSrf*rare BT fater™t (al) 8 (IR = e (ML) 2T

v (AR GO ST A8 N T(I IR A0 FIHIN Al G
Machine Learning J& AR
v Al fof&<s Pt

o TSI JonfaeT (Smart Suggestions)

. ST fAFNN 8 TG WITHSBITG (Google Assistant, Siri, Bixby)
. Efasafm 8 It s Rarerer oafs

. JOIHT SATBWRTGTN & WA WIAGTIB

2. FIOU-fSfEgF (MARA WANAB: FSITs6w
v SRS WA6s 6N (T "Cloud 0S", (TATN COITATTA O [N erer
P

v Cloud 0S Jf34T:

e (NRIRES QIO B AE, OO ARSI AT A |
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o« TP I RBIAA 6 FO G ZI, TN BCeT STROK WATGH 8 S I

NI |
Vv Google ZTSTNIES Fuchsia 0S (O FACT, T~ FToU-fSfgd (@ H|

v, TEfTC (AR WA B TN (AT oy ANLIF1a)

v OfRTITe, 936 os AT (A3, BT, MGG, "6 5w AfFere=r

FAIAN]|
NACIIETRE

« HarmonyOS (Huawei) > (XIR124, fof®, =06 Fo1era 519 G511 BT |
« Fuchsia OS (Google) > Android 8 Chrome 0S 43 {9

«  Windows 10X > (NI1367 8 (GHELH JHFANY G| BT GV (O AR

8. OR© [NATST IIIRT 8 TIGT ATRTSIA

v IO TNCIS I @72 {97 20T fRarerar 8 yr2ve
v SRS WRGe HTHy AFR:

« End-to-End (&M=

. Alfsfes wmfS-mrere = Sodw

. WW& ﬁ?@"f (Apple-49 App Tracking Transparency-<&< NTOI)
. JCICA(GS WCANTBTF*N (Face ID, Retina Scan)

¢. YG 8 SHO FIATF OO

Vv ¢G IS (NRI2A WATAG: HCEIN S 1foq BIBT GISTHIF, (AT I~ 8
BOTATNO W U (1oT) ORN© FAE |
v SRS, 66 FFFF (VA2 TGS STV Y00 Gbps LG 516 2V FATS
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Y R({|
v Li-Fi (Light Fidelity) » TCeIT WIYTCN R0IACND AN FAS, [ IOV Wi-Fi 9 (5T
Y00 BTHOI

2.9 SfITITOA GITAE 8 THN

WS HITEN

O AT FCT IS U Al Power Management &
Wireless Charging

Gz F=mfefafai® 257 (saro~ Cloud OS & Al Based

fGOI2T NN 0S BIAITS ATCA ) Optimization

TIOT ATR TS AEIN GDPR, Zero Trust Security
Model

2.8 SfITITO (AT HWATAB: BTN AJET AfTIO

v (NRAEH fOOrE SIS T W IS 446 FALF 433 RIZrR I6I1F U313

v 936 WAl S8 W3 4at~a fSorR T 7~ Faa|

v G812 ST QAT B BT AfIEE 413, MHIF IV TN FATO
Q|

v TIBT CBIATTIA AfHITS 735y Frou-fefes 23|

Y2.¢ 93 LI CATH Dl FRrY=Ty?

2 SRETSR (WRIES WAAG OGN Y& 8 BFIN T=F Gy |

Al, Cloud OS, Security, 6G, Li-Fi POl (VR34 AYfF(H ARIEN FAI O
QNN |

(IR A HITHINT TGTAT HICA L] S SFTNTLTN ST QKN (AT |
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fafeq R« wontafo: e rua gayas e
Android Harmony KaiOS Windows
(013 Phone
()
Hfod Google Apple Huawei KaiOS Microsoft
Technologi
es
HAYT HJB™T | R00Y 009 0% 054 050
TOA Android 14 i0S 17 HarmonyO KaiOS3.0  Windows
AT (2024) (2024) S4(2023)  (2021) 10 Mobile
(2017)
ARTTA ST of (PIGY SAN SAN (PIGY
(Apache, GPL)  (SIrsf oSt oSt oSt
(CATATREIE | (AOSP (CATATRET
) CIRED! )
os e  Unix-like Unix-like Unix-like  Linux Windows
(Linux F@W ) (Darwin (LiteOS ﬁ@w NT I\-glﬁas
ICIRED) ICIRED)
coanfe C, C++, Java, | C, C++, C, C++, HTML5, C, C++, C#
GHE Kotlin Objective- | Java JavaScript
C, Swift
Supported ARM, ARM64,  ARM, ARM, ARM ARM, x86
CPU x86, x86_64,  ARM64 ARM64
Architecture RISC-V
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(Apple
Silicon)
ST BT Google Play Apple App Huawei KaiStore Microsoft
Store Store AppGallery Store (I%)

WOTASLY o+ gy =+ ey s+ e 3,000+ Y ATY
()

ICER REREICE RERY K] Huawei I Lumia
FmIelafsr  Terik Apple GO | (v (TN ([TF)

o yomr gy  fGerR
EIICIES FPENRGE  [RfUE FfEe  sary [EE
FVEATHE A foera~ S~
ifsefae W ST TRS FN TR
(Google Play (Face ID, (Huawei
Protect) Secure App
Enclave) Guard)
oNANTer | SifYe OO (App  OR® RS Xrnfa
ICE R (Permissions, = Tracking (Private
Google Transparen  Space,
Tracking) cy) App
Guard)
WIFebIF: TRo iR S iR ON©

CHIE AlIfSfas oIS ICEIY ICIER SR
JIZFAN  WAOWRG | OFN©
Ny
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o IoRY C &G, 8G,9G, @ &G, SG, ¢G,8G,  8G,9C,
TG G, Wi-Fi6 | 9G,2G,Wi- 9G,2G, G
Fi6 Wi-Fi 6

[CIRP;| Google Siri Celia ICE Cortana
WHIBIG  Assistant )
FOOWRCG A e Sifsre Sifse e
IV (Widgets,

Themes,

Launchers)
Lo Ra [AU]C) IESEEIS EEINIE NogE  Sifte Microsoft
ATSHF OO Apple MY Huawei TACO0 I PER
ITERY EACRE]
ofaTIg BTl & 5118 ICERIC IR RS ERER

*fgat D ieZa | GNR L) (£3] BISE) (5%

AGTG S A f[IWIfae wifea

N6 (BRI Android SIATAGS FITSHTNR ARST AN T FHATIR NI, AITCIF
SIfY, API (FITSH, 33 SHFAS (A RTHAYZ (ST Z(A—

Android Release API

Major Features

Code Name

Version Date Level

Android 6= 2 FN fAfere, Gmail,
1.0 9, Oy YouTube, Web Browser
Android | N/A (TR, 2 IS AP, 15T 53, -

1.1 200% (156 FfIEn
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Android Cupcake
1.5

Android Donut

1.6

Android Eclair
2.0-2.1

Android Froyo

2.2

Android Gingerbread
2.3

Android Honeycomb
3.x

Android Ice Cream
4.0 Sandwich
Android Jelly Bean
4.1-4.3

Android KitKat

4.4

Android Lollipop
5.0-5.1

Android Marshmallow
6.0

A9 2q,
2008

694
&, R00%

IR

Y, 00

(X 20,
050

@Cﬂ?ﬁ Y,
0%0

PN
R, W

ACRRE

b, R005

CTIEEY

05

ACRRE

©Y, 059

DSCEERES
058

(B[R ¢,

05¢

5-7

9-10

1113

14-15

16-18

19-20

21-22

23

- FIATG, TGH

SIS, fofSe (FHibe

(GHG-5-16

Google Maps (NG9,
29 83 [FTCAAT], HTMLS
E|ICICH

JIT Compiler, USB Tethering,
Wi-Fi Hotspot

NFC STG, IR
SO N20GH, Vo Ul

QYT GIFCEACGT O, QA
NIBOOIESIV]

STH0 B, (P23 W, GHO
USSR

Google Now, Project Butter,

TH (NIfolFr™
Soyf g fOGTRA, OK

Google, NFC Payment

Material Design, 64-bit CPU

TS

Doze Mode, ST NI
FCgTe, FESAE6 AP
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Android Nougat 0 R,
7.0-7.1 2095y
Android Oreo 50 R,
8.0-8.1 2059
Android9  Pie 50 b,

0Oy
Android  N/A CTCBF o,
10 0
Android | N/A BRI b,
11 _2020
Android  N/A W(JRS 8,
12 202
Android | N/A =50 S¢,
13 2032
Android  N/A H(BIRA 8,
14 2039

24-25

26-27

28

31

32-33

34

WI*6-B 30T (NG, VR STATG,
O FOIE TIZANT

fHBEIR-2N-[HFBTF (N1,
I OGP PTG
GIRARE]

oo erg«fdfils, (17619
(ST, Al IO
WPB RGN

T (NG, 5G SACATE,
(PSS (I SCATG

BTG A, fF (a6,
RICRIEISOG]

Material You Ul, fNRT191&1
ORI, S-S (ANS

TR (NIOIRF™ FRE,
oNfef$s Gifoss

STCOAIR0 PN OI06, G
ORI, I (NIORPI*N
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