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SECURITY

[0 ST >: ArRArg HifFofafe Ft 8

2R SFGRMG (Cyber Security) =4 fGfGORET TGS WNMMR BI&ENS B, FENO6IF, (NI,
(BB I WIS RETPG NP PICENS WAICNHS ATI*T, SH AT, T T T 2 (AT T
FAF 950 [T

CAISNMTIIST KICN STV FIOIR| 5K FIOGE WEICN HNHE HAP BN T (T3 NI, (PN T,
TR ANHMGG, ATTSAG) TNAR ZGTT ATG | JSTE §fF I 2 20T (A WNRR G IG G
ISR LRICIACK (&

AN SR S13AE SiFSRH6 S S crza=ht R ey |

E 5@ 1e 927 561 WY Y057 BISF910 ©AT AICHTT YA STH |

2. & wnfds fRarerar SN2 TN a1 A4 Gefa— JTFEET A6.aN FI6, UPI, IFH
IPIGT R PACO AT |

3. [ oA Rarerar: s, TN, SIFI WFOE ©F THI8 JA12311 SHfFo[6
wB5fe|

4. @ Grer fRarTrer MR AT, 2PN (TINMTTS—2 AL GG | JF T5F FA1S

SRR I GRIHT 8|

=

« 205 NI Indian Army-43 JFIEF SR R-(NR RIS PR ASBI R 8B 0T §fF
PR

« 2020 N1 Maharashtra Power Grid-4 S2J1< RN SR f[FR TP AHBIK G FHCARed
— 4 BT PR OB J0eT AR
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92 I WA Hqrq—

v STIHIRE W+ IO -G O TEF JfF IS AT

v e AfSMaTR SR fNR19W AHTe 201 (REfHs, O3, ISTE IRZ1HN 297™) |
v SRS RMINW SRR WA 8 R[S 7igei> |

v MBI ARR AN & O A oPIE |

[0 ST :: FIHFOT 8 FICT HIRA — HATRIAF [NArorgry
oh

@ FfHGT (Cookies) BI?

FHIFTOT = (Y0 (6 P12 (TSTEAT WA (FAS STAIIRE AT FIEA2 NN IO
FRFTONT TIONEATS T | G2 FIRABATS ATH:

& NG FN2N OF
o AN B IrOG AN
» AN AG™ I BN

Bl 30 STIIR60F TR FIE AANCE 500 ¢ I OF HISTF AT FATA| (TN
Facebook, Amazon 4 IR A2 N PIS ATI* FACO N

A ORI IM FIRIG §fF FACS A, O AN JFNOTH WIS FACS A | IO I =X

Session Hijacking|

@ FITT (Cache) IR DI?

FICA F12 2 TR (GO (BT SN IO Gl T (T AII6! I (12 STIICAG WS TS
(@G =T (T3 B[, HTML, CSS 25|
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Q@ (TN N IM YouTube 4Ta A=, O (AT M AN JNOGITI FICH (T AR, MO
AR B (A |

A TFS Y[R TN T2 SN (AN A NI ST [T FACO =TI | B2 WA N FI0 {9
FAQ BFgA|

M 237 Sifsefafore ama ofiar

Faw Sf3er s
STTIIRD IR R PN RIRGHTF, BITfPe
Cache™ kaclcGiliivy TN AT STSTIRNN (GBI B

ool

« Public Computer-4 Browsing ¥ Cookies 8 Cache Clear &

« Browser 43 “Incognito Mode” 533 FFN

< Trusted Site gror Cookies Allow FHR w1

& SLITHE O JTATSA (MCQ)
. are tiny files which get

downloaded automatically when we visita Cookies  Caches Bots Crawlers A
website.

R, gets propagated through Worms  Antivirus Malware l\_/IuItimedia C

networks and replicates itself. files
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[ STEIT ©: WASTIF, ©I2AT 8 ST — Flrerd Fory 8
IS T561 FAIN

Malware *=4G 401t "Malicious Software” (It — W, Hfowda TFESTR| A6 (ofF T =T
PNOOR T (NRIREAF SO WFATIH B O G, o A1 NTFT (KSR G5 |

WSS RGN LR RS AN

% wr2am (Virus)

. @3nf (Worm)

» (BT (Trojan)

< TIRSIF (Spyware)

<+ MNAANSTIET (Ransomware)

Rroa N (o JIfRIF FIREAF SR QO ICMCARMCER I SCRal(]
HI34 SYfer =7 1

TOMNIA SIS QAT J R

Q TAIRAY:

- ILOVEYOU Virus (2000 &)
< WannaCry Worm (205 Ste g =i1fse)
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o VRONF 202 [0 [FF A

+ 3o PR OISNTEANG FHC
o (NGRS M AT [GOIRS (AH

1. D IS (£ DIRU 1 [ RUAC) ET:) b 2 B R Y E SIS ST
¥: Norton, Windows Defender, Quick Heal

2. TS FATNS JATTE T
3. © ARG 1% 1 2N [FF FIEA N
4. @ SfENE ATSIE 8 FIRFSAA I FHEN
5. [ ATIGAIT FI2 I W W26 BN
UEISaRIE 3251% Norton Windows . Micro_soft
SIS EASWA GA?  Antivirus  Defender Anti-malware Security 2
Essentials
2. AOF N gel? [y
Cﬂﬁéi}@ ﬁ%ﬁ True False Vulnerability Threat A

HLOIC®2 G| BA |

0. Worm & Virus-4d STA BN  CRAST FI3dT SN [T ST 3

T LT B2 (ORI (T} FE,  IIG IITO D
Ell RRINEIR] [CIET|R| AOIR RO

8. f(Ed (PN - Bootstrap :

SRS S Parasitic sector Companion AL D
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¢. fRT6a (I =mfH-

SR TS Norton K7 Quick Heal HAIKBTAT D
Y. fNE3 (FMI0 &

AN Io® S o-Sr2ar AVAST SMAG AVG McAFee B
J?

WYY 8: AFLI NI WATOE 8 oW fNarorsgy

STFOSTIF WG 2 A0 AfET T NI JH6 TFESTIT N@N AFHAT 2N50d Fd T A0S ITF
X

& oA (M7 (Features)
< I 057 A ST ST (Bug Fixes)
» oA fNAr°rgr 3T (Security Patch)

Bl SUTGE N1 FAE [Gor2sib TNFRATHE SIp N JHTS G (0O A |

=

. @ AW Hror (Vulnerabilities) (TF TTFF ATI* FATS A
. ® Personal Data §ff 2(® 1«

. flit STSOSTIC STy, 3G 1 =918 ]CO AIH

. © g oA Gy FI 7T P Mo AN

w N

o

AN THBSTE 3 JN AF6 TFEST (IO FETGOE T (W2 TGS & IOGIHT N
SIS WO | (TS
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« Windows (PC)
« Android (Mobile)
« 10S (Apple Devices)

B 16N STHES T AP WG W FI YLl [Gw25 [T 20© |

ICRIRCACIIACT) fRRTo1al gl 11 FR

@ ATHSTE ARG~ SIS NA9W FI

Q, STFOSWIF A OG (MY 26 G W JTITO ARO[ FF
@ TSN FI2e T THESWIS Bl I5 OIRA QOIAT (F14 B

fNTEF ANBTAT 2 YICID oI JGIRCIF GV Cof1:

Y. TPLSWIE R

WG ST B2 EUCREIE gﬁr@ﬁ% T~ 2T
W@W . C
LAY Rl ST Al

2. (G 6N _

STPEOTE? MS Word Chrome Windows Photoshop C

o, (FIG NafNe )

WHNTGE N FAC Calculator App ng\?v?re Music Player Gallery B

Rom 20O A2

8. TATGL R0 DGR fGorzst o LIERENIDIE

(G XCS A7 T CREECE R s T A
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I ¢: F=re, =omfte  zfd:— (or 8 fStanya
SATT 8 NI

3Rl 26 AW I YRR AORV (TAH I AP G RANRE AT STIIARG AT A WA
TG TGS IS TS ©AT @F, AHSAG) T (Freaw|

Q ALY T

& SN AP (ATH 0N2A JUIR TR AT
» [ IO I (R AH(6 A
% T COR TN SIPNO6 79 20T IR

& B A= FF FACT2 WA R 20O ©F Qe MITRA |

TN 26 WRANES 9T T 20N 26T (TSTAT AN NS BIOT ATSCN 2T |
Q STIHTEY =ITN GAIRA:

> SO SHIF A AGI (Grord T
o [ P THE (GO Ao
+» WMgo A% 8 |IGHINT

=TTV NN WTASTE T F5*1s SIHNeT 41 20T A

B2 TA N FIA FENO0IA A FATHIN (ARG AR FH 920 §iF A 5O F1
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NG 2L Hao:

» Phreaking: (VR34 1 (BT TfFH0TL ABITON S
» Pharming: oI STIISR0 Cofd B ©I6 i
. Keylogoer: 5t B39 $A0gH, ©f (36

R WO 22 [0 (5 FIR@T A

Y Spam Filter S« Y, SST SBIGIGLNG YARN I

EYIER NS ATSTE IR TP, 2-FA BIF 14N

e ozt Antivirus 8 Firewall SUATSG A4
AREE SMEHI2 AT FAE T H6B AHA
AFSE SHFECT AT NG IR FHA

Q

RNHE = (712 i, RN FEIGEF 6N, (NESTE I THESTIAT 19 8 FIIANA ST=HEH ol
BRI AU J3¢ I2 BN AR FHTHIN ATI* FACS AN — (61 OICA1 I AR SN2 (XF |

» TN el 1o (@9 T4
o YT AR A ARISN F1

< [NRIora (SAmIE 41 ((NOF P11
v (SR AT B 5FO BN (WCAOP JIPIEAI)
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Q
PR BT, (NfOPOl 8 PG A@fod B fofG I FIIF6 AL SIS O FT 3T:

S. ST Bf%r =g (White Hat Hacker)
o 91 (NOF P
@ o BN Maer 4o (77 F @I 15 F4711
© T2 NG 61 FA1R AT 7597 |

IRV YA A FG; B

£ TN [N [RUass, 2w |

2. F1CeT Y =1 (Black Hat Hacker)
o IR WO JPE|
@ IO (IR IR BN AT F(H o 1, O §fF, SIRAPT RO 951 |
& I G RS AN |

& TN T2 TN, O (BT |

o, §519 Bf*r =19 (Gray Hat Hacker)

O S ST & FICAT BIHNT RN S |

@ IO WA RNOT HTH FACETS NP TN o N FE TN SN (AT |
| R0 TAGF 218 WNF TAT GAFI 2T

8. &1 Rf*r =19 (Red Hat Hacker)

Zr SR YeTo ST B WIFR[ME N0o12 [5G AT |
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@ IO I BN TFRA [P0z 012 BT

& FYIR FLAH FICAT TR TN N ATS FA |

¢. N1 Bf* =ma1a (Blue Hat Hacker)
O 1 ATRSTNYART N NI P
@ IO P TG A (ATH MWL G U P

& TU FYN THEESTIF NI =N (T |

Y. TG BN =H1F (Green Hat Hacker)
o JH oW 1 FEFRS FE|

@ IO 1R G S 56T T

8 AT T — 5 QTR 8T

q. TNIBfe® (Hacktivist)

£ R ATNIGE T AGLASB ST (TS VF FA|

@ IS (PN ACHTE, ATOR I SACEONO! RG] |
& CTAN: STIIR0 fGTHEST F41, AP ST (MBS

v. 56 f&fG (Script Kiddie)
o ST (PRI T, @Y BTN (AT BIONCENG BT B T {26 =K |
@ 1o [0S W IR IFL FAT, (N WH FAF NAPO|

A STHETO RAes~<e 7, (8 o FA0 ANA|

Tally & GST | Advance Excel | Web Development | Kids Coding e




WWWWWIWW@W@,WM?WWWW@
BFFHA|
JG IFRAE AFON (G 8 I 7TFE |

3. ldentify the oldest
phone hacking technique
used.

2. Try not to keep

passwords.

9. Where might a
spammer get your
personal information?

8. Which of the following
are direct harms caused by
spamming?

&. Which of the following
IS not an appropriate way
to hack mobile?

\Y. Which of the following
IS not an email-related
hacking tool?

Q. Which of the following
is the hacking approach
used in phishing?

b’. Which of the following
spam filtering techniques
uses rules and keywords?

Spamming

Biometric

Facebook

Loss of
productivity

Target mobile
hardware
vulnerabilities

Mail Password

Pharming

Community
Filtering

Phreaking

PIN-based

MySpace

Increased
downloading
costs

Target apps’
vulnerabilities

Email Finder
Pro

Website-
Duplication

Bayesian
Filtering

Cracking

Alphanumeric

LinkedIn

Increased
infrastructure
costs

Setup
Keyloggers and

spyware

Mail PassView

Mimicking

Challenge-
Response
Filtering

Phishing

Short

All of these

All of the
above

Snatch the
phone

Sendinc

Spamming

Keyword
Filtering
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LT Y: ATHSIG TN 8 T2 419 TR HAT
(2FA)

ATHSTTE JH6 TG (FIG TN T IITAFIAL (NG TBIGT6 AT FICS AEN| A5 96
NI ATHIR NCol Gy B

oo 3 IM 18T 1 2T, OIRte A Y7 TG (6 (S8 (FAT® AIH|

1. fGa*mfa smers (Dictionary Attack):
o T SR MK JIZE B AISTE W= FAF (58 A
2. ZPB CFHIA OB
o I YRR STEIT FIHC=N G2 F1 =7
3. sl Jt=oma:
o S BIE FAEA (T2 ST (I 20 I
4. AT JrOGITA ATHT:
o A% JRAGHF 218, IROGNA ZINF ZTA AN A ATHSTG BIe (IS A |

o IANCE b-5R (I
o T IO WA, (RO RO W5, 7247 & RO o= &
o N FA HFOW ((TNN: P@55w0rd!23)

Tally & GST | Advance Excel | Web Development | Kids Coding G




o 123456

o password
o abcl23
o [N0GE W + GrgenEy

G2 NG GTO TRV ST BY ATTSTE Y, Wfofag 930 41 ATIG | (TN

e  OTP ((NRIZE WS (F10)
. ¥ fofess (e (Google Authenticator)
o EERIEG/E RS

45 AT TGO WS AT FH |

G ATSAS TI=F AN FAT FON =T

HASC PTG TH AT ATHSTG GROIF ST S SFIHFNGC0 ROIY N
2FA B A4 TSNS §fF TS TTFF [HFCS A
JIOGIA ATTGING (TS =T AT frorar s
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Y. A isa Social

Dictionary Phishing MiTM

process (_)f breaking a password - attack engineering attack A
using a list of words. attack
<. Password are used to improve .
the ofa Performance  Reliability g‘gﬂ:ﬁaﬂon ,:E)I(I)\c/): i D
Network/Application. y
0, Savm_g passwords in the Tirue False B
browser is a good habit.
8. Try not to keep

passwords, Biometric PIN-based Alphanumeric Short A

especially on social platforms.

[0 ST Q: OIATOd ARIF B2~ 8 NI~ s
Narersr

ATRIF W2 1 W2 w2« (Information Technology Act, 2000) 2 S35 =2 TN SRS
BAR{ NP (TN, FGIGEIe ONNET, G]8 AR WA NTFY ST=To1 A

36 WG, 2000 AT NKTTN SR WANLSTAR [0 [EMEP MEFN (N F8 | ATo
FIAHO BT =

NI SO T® WINIF BIENGOICT ATI*T N 5H1 B G 0O AT
FOOIR RTATHT WATIZR FACET FON QAT (T T TN 20O I
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WETGGI0 BT TGS WA (TS, fGG6E S1owerd §F)
P12 & TNARN TN

WA FACG5 RO (pornographic materials)

BF G OAT ATFTICA T AL TS

14T SNAY L]

HiA1419  ERIRIELEEISEE (e 8 G-I

qAr420 RUCGIECRNER q %9 LS (G
HIAr500 AN EGIECRICEIL) 2 IR (G 1 SN

44T 506 WA ZA(D MBI AN

ATSTF NIHIF G NG ST — I WY
Privacy S8g&

I FAN@!, [FE 97 WHNIIZR FACT H2NS
TIFT (ST IR

NNFFMA OGO OF 61 fN*ow FACO (OfF

G2 AMEF AR 429 FE:

1. 8 www.cybercrime.gov.in (® SISt FFN
2. [F] N<P5% STIRJIF AT WG9 G
3. & 1930 — SIZAIF (RFARN =S
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https://www.cybercrime.gov.in/

SECURITY

3. monitors user

activity on internet and can Malware Spyware Adware {:22: o B
steal personal information.
3. Once activated bl . malware, trojans, virus,
can enable . 3{ penetration cyber- penetration C
(O ETESTEE | Sl testers criminals testers
data.
9. Which of the following act _ — cvber-
violates cyber security the Exploit Attack audi tor)é c?liminals B
most?
8. Which of the following
actions compromise cyber Vulnerability Attack Threat Exploit C
security?
&. Which of the following is Social Tutorial
the most viral section on Chat Messenger  networking sites Chat-rooms B
cybercrime platforms? sites
\Y. Which of the foIIo_wmg Both Active and Neltlger Active Active Passive
type of _attgck SN BB TES Passive attack nor Fassive attack attack e
cybercriminals? attack

[ ST b: OIATS N6 S HT IrBF ATRAT AH T

ST WA TN IV G NS AT T GO NGfOre SOOI oW, (NoSTF, f[Fear
©Y G A1 O FHCO IR A =

9. Cosmos Bank RJIP (05, YIN)

o  TIIEAAT WASTIL FIZF FF ITHFA ATON AT FA|
. a2 A 58 (16 BraE @1 BT §fa =7
o  SIFNIFAA RN 2648 T ATM 21 FR I G (|
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R. Aadhaar Data Leak (0594)

e 50 (PGS ([ SO NN e OAT TS (Y I
e UIDAI-F [NAITQIY $13 BT FIACT G2 TN 0o |

9. AIIMS Delhi Ransomware Attack (R01R)

o AlIMS-I3 STOIF AN NFIS 2, T (NGHA (FFG IS F1 I8 20T 7|
« XIPIRAI cryptocurrency-CS JfFHT Wk |

8. Indian Nuclear Power Plant (Kudankulam Attack, :05®)

o North Korea-4d Lazarus 35 RIHT A IGIfeT® SAIRIF 2N |
o I5HY fit?“ﬂ plant-4q administrative network |

& STLTAT AR AT AN AN

CRIEREG BN NS SR RCRIS TGS

Malware OIRAM, (RO, =28 My fGorzs fawga (|e
TOIATE WSS WAL AT Trow HF CFal
TTSTG NI NN G AT
SR QTR WGTC ZIIBS Bl

/\ S ATTF 55T

. fSorzs zo8 faofeg =g w8
o OGN I 2SO 28
o STIIRE/AIFNGTE WG] AN2N
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SECURITY

o IRA IS NI 28T

o WG RN FP AR A
o STV WI6-OIRAT ATGE AL

o 2FATBIF YN
. e ey AN

o STPOSIF TN YN

9. is an
anti-malware tool found on
most Windows systems.
<. Attackers could steal

to achieve
identity theft.

9. Brute force attack is

8. Trojan creators do not look
for

&. True or False? Malware
exists which affects both
software and hardware.

Y. What is the difference
between a worm and Virus?

Q. What is the top method an
attacker might infect a
system?

b. Which of the following is
a type of cyber attack?

Norton
Antivirus

plug-ins

fast

Credit card
information

True

Worms don’t
replicate

Social
engineering

Phishing

Windows
Defender

cache
inefficient

Confidential
data

False

Virus infects,
worm eats

SQL injection

SQL Injection

Anti-malware

cookies

slow

Securing
systems

Vulnerability

Worms target
specific

Buffer
overflow

Password
Attack

Microsoft
Security
Essentials

history

complex to
understand

Important
documents

Threat

Worm
doesn’t attach
like virus

Hacking via
Internet

All of the
above
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SECURITY

[0 LY »: FIZEIATRE GINT AT fRATrgr *rarrf
8 (foxer

WG JOOT OIS AN G IR WL | B2 ATICH HAHoNSl 8 o] | fFg =0
WIS FHNACP LTS AT ARG AN (A T |

HTSATE W, S48 o= =24 T ((TU:
R@ju#98!)

2T TN (Gory B 123

AP Wi-Fi IR TN B0 OF (SN
AL

AN TFOSTIH [NANST I AHFCS A

P13 JOITS fe3tF TS 612 FH
NS PN SHFBIKA

www.cvybercrime.gov.in 11930 VNJ(J SINIT©
CRISRK
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SNATRN SN G ALY PGP M, ISP I AN FICI
AT STATA CNMANTITOT IO ATYN NS QOT HICAT S (T N
FIHATR6 WIN §fF PR BACGT IR N

(3 ReG gonav =1 IG1R W HF OT (I P A0

PEeIas STMTT RBIATAB TIRNT FHN AR (AP [0 AFA

1. SIS I S P NP B2

2. AN (FAIF NGB P Z(eT Bl FAIN?

3. Wi-Fi 21816 FreNd Namm 4=

4. AN BRI AR (6 [FS F (2155 B, IR0 Dl HNEATS ARCH (NS T2

1. What is the safest

practice to prevent AV(_)ldlng _ Strong password + Ope_nlng all Ign_or_lng B
. social media 2FA emails antivirus

online frauds?

2. What is 2FA used Protecting Data backup Authentication V|rus_ C

for? hardware scanning

3. Which of the . . . .

following is a cyber ﬁgtlgaadlng ﬁzigng unknown Rrei:f/p;ictlng (I:%norrlin% t C

ethics rule? P y Pyng

4. What should you do .

when using public Wi- LY/ Use VPN Share OTP Tur_n .Off B

bank account antivirus

Fi?
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SECURITY

Firewall testing AITIE B

5. What is Theft Online abuse or
attack

cyberbullying? harassment
6. Where to report a

cybercrime in India? Facebook cybercrime.gov.in Twitter police.net B
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